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While misinformation refers to the accidental spread of
inaccurate information, disinformation is not only

inaccurate, but intends to deceive and is spread in order
to do serious harm.

Disinformation can be spread by state or non-state actors.
It can affect a broad range of human rights, undermining

responses to public policies or amplifying tensions in
times of emergency or armed conflict.

There is no universally accepted definition of
disinformation. No one definition may be sufficient on its
own, given the multiple and different contexts in which
concerns over disinformation may arise, including with
regard to issues as diverse as electoral process, public

health, armed conflicts, or climate change 
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The World Economic Forum estimates that mis-
information and disinformation is the most severe

risk the world will face over the next 2 years  
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The threat
posed by
misinformation
is perceived to
be higher in
some countries
than others

 In Nigeria it is
a Top 10 risk
but perceived
lower in other
African
countries (2023
data: WEF)
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Countries in Africa
with the biggest
increases in deep-
fake specific fraud
cases from 2022 to
2023 - South Africa
and Algeria top the
list 
Nigeria recorded an
increase but is not
one of the leading
numbers in the
continent
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In 2020 during the
pandemic,
Facebook was
identified as
posing a major
threat to public
health due to the
sheer number of
misinformation
websites and
content on the
platform,
completely
overwhelming
information from
leading health
institutes

SA&A - 21/02/2025
consulting@solaabuluassociates.com solaabuluassociates.com

Media Literacy In The Age of Disinformation

Infographic: Statista 



Communications Information Series

Tiktok, Twitter and
Facebook are identified as
the 3 platforms where it is
most difficult to decipher
fake news from factual
reporting. 
This is a significant shift
from 2020 thereabouts
where facebook was
topping the list in many
countries 
Whatsapp features very
low down the list and
YouTube even lower.  

Source: Statista 2024
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2022 survey
indicated that U.S.
adults trust
traditional media
sources (network
news, cable news,
newspapers and
radio) much more
than social media
sources
However they use
social media much
more everyday 
There is much
higher daily
exposure to social
media content than
traditional media
news
content/broadcast
and programs
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WhatsApp and Facebook are
the most used social media
platforms in Nigeria (and this is
likely to be the same
throughout most of Africa)
WhatsApp is a closed platform
so very susceptible to the
spread of misinformation
because you have to go
outside of the platform to verify
the source of content received. 
Facebook also susceptible
because it is easy to be
trapped in an information
bubble - consuming content
that reinforces strongly held
views 
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Fabricated Content (new and false
designed to decive and harm)

1.

Manipulated Content (genuine info
with manipulated content)

2.

Imposter Content (impersonation of
genuine sources)

3.

False Content ( genuine content with
false info)

4.

Misleading Content (misleading use
of content to fit a false narrative)

5.

False Connection (headlines and
visuals don’t support the content)

6.

Satire/Parody (no intention to create
harm but has potential to fool 

7.
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Propaganda is a manipulative tactic used by
governments and non-state actors to influence
perception and win support. It appeals to emotion
and is often harmful

1.

Clickbait is deliberately sensational to force you to
click. The headlines are intentionally misleading

2.

Sponsored content - some content will report as
though it is news or commentary or experiential,
whereas is actually sponsored

3.

Satire/Hoax - some content are created for fun or as
an activist campaign but is then interpreted by the
public as an actual event that occured.

4.

Error - A credible news organization would publish
an apology or retract a story if found out to be
factually incorrect. However online blogs,
podcasters etc are not duty-bound to do the same

5.

Partisan - This is when news organizations cover
stories from an obviously biased perspective and
push narratives from a one-sided angle all the time.
It is important not to swallow everything being
pushed out wholeheartedly because the intent is
not to inform but to influence in a pre-determined
direction

6.

Conspiracy theory - the most dangerous of all
because once believed in, is difficult to disconnect.
Important to be wary of content that amplifies the
concept of one big enemy behind all bad things
without balancing the narrative. Also note if these
narratives are being amplified by single-purpose
pages i.e. social media accounts dedicated to
amplifying the same narratives 24/7 and hardly post
on anything else  

7.
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Infographic: eavi - media literacy for citizenship
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Fox News analyst’s  description of
how social media is being used to
wage an information warfare
campaign in U.S. politics using a
combination of influencer accounts,
massive following podcasts and a
partisan-leaning news network with
highly successful results in political,
electoral, societal and community-
action terms 
Any message is amplified through
this trifecta of dissemmination.
Facts and truth is immaterial. its all
about purposeful intent and control
of public opinion and political
discourse 

Source: FoxNews (X)  - Feb 17, 2025

Joe Rogan - 50M followers -
YouTube, IG, Twitter, Spotify

1.

Fox News - 10M Instagram, 26M
Twitter, 13M YouTube, 25M on
Facebook = 74M

2.

Elon Musk - 216M on Twitter3.

TOTAL POTENTIAL REACH = 340M

**US Population - 334M

Media Literacy In The Age of Disinformation



Communications Information Series

Online abuse 
According to the study, which surveyed
over 500 Nigerians, women and young
people aged 25–34 are disproportionately
affected by online abuse, with 58%
reporting some form of harm.
Despite widespread reports of harmful
content, 31% of respondents said such
content is rarely removed.

Content Moderation
While 60% of respondents reported online
harm, most believe no action was taken.
X was ranked as the worst offender, with
34% of users citing negative experiences.
followed by Facebook (29%) and
WhatsApp (12%).
Instagram was identified as the most
responsive platform, with 26% of
respondents saying it effectively
addresses complaints.
Also highlighted the lack of transparency
in content moderation and accountability
among tech giants, many Nigerians
believe these platforms prioritize profits
over user safety

Misinformation: A major digital threat 
99% of respondents identify fake news as
a major concern.
91% believe that big tech companies wield
too much power over democracy, raising
fears about the influence of digital
platforms on public opinion and
governance. 

Source: Nairametrics, Feb 15, 2025

SA&A - 21/02/2025
consulting@solaabuluassociates.com solaabuluassociates.com

Media Literacy In The Age of Disinformation



Communications Information Series

SA&A - 21/02/2025
consulting@solaabuluassociates.com solaabuluassociates.com

Media Literacy In The Age of Disinformation

Insights from Twitter (X) Grok
(Generative AI chatbot) 

Generative AI makes fact-checking easier and faster by providing
real-time verification of claims by sifting through the internet to
confirm origin and authenticity of sources. 

Source: Grok 3
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(Generative AI chatbot) 

Contd.
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Insights from Twitter (X) Grok
(Generative AI chatbot) 

Generative AI tools makes fact-checking much easier and faster by
providing real-time verification of claims by sifting through the
internet to confirm origin and authenticity of sources. 

Source: Grok 3
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Disinformation is caused by
individuals and  non-state
actors only

1.

Governments are in the best
position to regulate
misinformation

2.

Misinformation and
disinformation is a social
media issue

3.

Government officials are also a
MAJOR source of  disinformation

1.

A community-driven approach
that holds everyone accountable
including the government is likely
to deliver better results

2.

Misinformation is a SOCIETAL
ISSUE amplified by media and
communication channels.
Traditional media ie. newspapers,
TV and radio* are also channels of
misinformation and
disinformation

3.
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Response from Twitter (X)’s Grok indicates that the Top 5 individuals promoting disinformation
on X - baed on analysis of available data and sentiment from various sources as at February 21,
2025 are 1.Elon Musk , 2. Donald Trump, 3. Robert F Kennedy Jr 4. Alex Jones 5. RT (Russia
Today )
3 out of 5 individuals on this list are currently US government officials. *No 4. is a US radio show
host and No 5 is a Russian media organization. 
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The General Assembly and the Human Rights
Council have both called for responses to the
spread of disinformation to promote and protect
and not to infringe on individuals’ freedom of
expression and freedom to seek, receive and
impart information, as established by Article 19 of
the Universal Declaration of Human Rights and
article 19 (1) of the International Covenant on Civil
and Political Rights.

The UN advocates for a response
rooted in human rights

Media Literacy In The Age of Disinformation

Source: www. https://www.un.org/en/countering-disinformation
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Don’t be quick to share everything you see
on the internet or social media

1.

Be sure it is worth sharing before doing so2.
Check the source and the source’s source3.
Also check the date. Old videos and stories
are often re-circulated as though recent

4.

Ask a trusted expert or someone with a
balanced view

5.

Be wary of content that reinforces your bias.
The algorithms are made to function that
way. Make a point to check out what the
“other side” is saying - especially on political
issues. One side cannot always be right 

6.

Do a Generative AI check ( e.g. DeepSeek,
ChatGPT, Grok etc) to verify source of
information and credibility

7.

SA&A - 21/02/2025
consulting@solaabuluassociates.com solaabuluassociates.com

Media Literacy In The Age of Disinformation



Communications Information Series

Check the source: Who is making this claim
and what is their credibility? Are they a trusted
source? What have they published before?

1.

Check what others are saying about these
claims? Is there documented evidence to
back up what is being said?

2.

Research the story to confirm if being
carried by mainstream media or is by faceless
blogs or just some random post

3.

Read the comments - if posted on a public
social media platform. If sent to you via
whatsapp with no trace of original source - then
treat with caution until verified on a public open
platform

4.

Check your emotions:  How does the post
make you feel? If it stokes strong negative
emotion against a group of people, it is very
likely that is the intent. Dig further to
establish that you are not being unwittingly
emotionally enrolled into a psychological
campaign

5.
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Misinformation will continue to
be a major risk across countries
worldwide because no one is
taking responsibility for
regulating the dissemmination of
bogus claims, harmful content,
fake news, conspiracy theories,
hate campaigns etc within and
across countries.

Focus should be on
actions within control

and solutions that require
community involvement

and participation

There is very little regulation of the
major social media platforms by their

parent countries and only a few
countries have been able to

successfully regulate or minimize
dissemination of false/harmful

content within their borders without
outright censorship - which is

counterproductive and a violation of
human rights 

The greatest risk of all is that many
governments, official spokespersons,

political interests and state-sponsored
media outlets are also guilty of spreading
disinformation and misinformation to suit

political and high-profile interest purposes -
with no care for the long-term health,

psychological, physical impact on those
consistently exposed to misleading content
or the resultant negative impact on social

and societal trust, harmony, peace and well-
being

Outright censorship of social media is
not the answer but a combination of

pressure from regulators as well
good-faith actions by government and

media to STOP using traditional and
social media platforms for
propaganda, partisan and

misinformation campaigns will go a
long way to building TRUST in

traditional media or community-
vetted/regulated platforms as

authentic sources of information
(wikipedia model)

 Countries need to begin to take an
integrated community, citizen and

stakeholder management approach
to the resolution of the problem.

Manage it like you would a pandemic
through information, compliance and
ethics models, safety guardrails etc
but without violating human rights.

And with government leading by
example

OUR OUR PERSPECTIVEPERSPECTIVE
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MEDIA CODE OF ETHICS AGAINST
MISINFORMATION AND

DISINFORMATION (SELF-
REGULATION BY PROFESSIONAL

ASSOCIATIONS)

GOVERNMENT 
ETHICAL COMMUNICATIONS
POLICY/ CODE OF CONDUCT

AGAINST STATE-
SPONSORED/SUPPORTED
DISINFORMATION WITH A

CITIZEN RATING MECHANISM

CITIZENS 
MEDIA LITERACY AWARENESS
PROGRAMS & CAMPAIGNS FOR

ALL AGES 
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INSTITUTIONS 
INDEPENDENT MONITORING,

FACT-CHECKING WITH NO
POWERS FOR ENFORCEMENT 

AFRICAN
CONTINENTAL

INITIATIVE

INDEPENDENT WATCHDOG -
COALITION OF MEDIA,

GOVERNMENT, CITIZEN, NGO,
TECH INNOVATORS, DIGITAL

RIGHTS EXPERTS &
ADVOCATES  

NGO/CIVIL
SOCIETY

MEDIA LITERACY AWARENESS
PROGRAMS FOR ALL AGES &

CODE OF CONDUCT ON
DISINFORMATION/WATCHDOG

ALLIANCES   
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CITIZEN
VIGILANCE

ENABLED BY
 AI 

REAL-TIME FACT-CHECKING
NOW POSSIBLE WITH THE USE

OF GEN AI
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NATIONAL PR &
COMMUNICATIONS

PROFESSIONAL
ASSOCIATIONS 

STANDARDS, CODE OF CONDUCT
AGAINST USE OF PROPAGANDA.

PROFESSIONAL DISCIPLINARY PROCESS

PUBLIC POLICY
ENGAGE PLATFORM OWNERS
ON CONTENT MODERATION

WITH REGARD TO
DISINFORMATION AND

MISINFORMATION

POLITICAL
ACTORS 

CODE OF CONDUCT AND
ETHICS ESPECIALLY DURING

ELECTIONS, WITH COMMUNITY
MONITORING 
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DATA &
INSIGHTS

QUARTERLY INDEPENDENT
NATIONAL DATA GATHERING,
SURVEY POLLS & FEEDBACK
TO MONITOR IMPROVEMENT

AND DRIVE CHANGE
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Your Trusted Strategic Communications Advisor and Training Provider
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Our Mission is to enable businesses, brands and
institutions to achieve their desired objectives through
strategic communication, organizational effectiveness

and reputation risk management 


